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Plan

1. Math review
2. Digression – multiplicative weights / follow the regularized leader /…
3. Train-time robustness – robust mean estimation, data poisoning attacks
4. Test-time robustness – distribution shift and adversarial perturbations



KL refresher

Δ𝐾𝐾𝐾𝐾 𝑝𝑝 ∥ 𝑞𝑞 = 𝔼𝔼𝑥𝑥∼𝑝𝑝 log
𝑝𝑝 𝑥𝑥
𝑞𝑞 𝑥𝑥

= 𝔼𝔼𝑥𝑥∼𝑝𝑝 log𝑝𝑝(𝑥𝑥) − 𝔼𝔼𝑥𝑥∼𝑝𝑝 log 𝑞𝑞(𝑥𝑥)

-𝐻𝐻(𝑝𝑝) 𝐻𝐻(𝑝𝑝, 𝑞𝑞)

Δ𝐾𝐾𝐾𝐾 𝑝𝑝 ∥ 𝑞𝑞 ≥ 0 ⇒ ∀𝑝𝑝, 𝑞𝑞 𝐻𝐻 𝑝𝑝, 𝑞𝑞 ≥ 𝐻𝐻 𝑝𝑝

Negative 
entropy

Cross 
entropy



Concentration

If 𝑌𝑌1, … ,𝑌𝑌𝑛𝑛 are i.i.d bounded with expectation 𝜇𝜇

𝑋𝑋 ∼ 𝑁𝑁(𝜇𝜇,𝜎𝜎2) – normal mean 𝜇𝜇 std 𝜎𝜎

1/ 𝑛𝑛

Pr 𝑋𝑋 − 𝜇𝜇 ≥ 𝑡𝑡𝜎𝜎 ≈ exp(−𝑡𝑡2)

1
𝑛𝑛
∑𝑌𝑌𝑖𝑖 ≈ 𝑁𝑁(𝜇𝜇, 1/𝑛𝑛)

𝜎𝜎

Pr ∑𝑌𝑌𝑖𝑖 − 𝜇𝜇 ⋅ 𝑛𝑛 ≥ 𝜖𝜖𝑛𝑛 ≈ exp(−𝜖𝜖2𝑛𝑛)“Chernoff” / “Hoeffding” / 
“Bernstein” / …

* Dropping constants (even in exponents), assuming 𝜖𝜖 sufficiently small constant

=
1
𝑛𝑛
𝑁𝑁(𝜇𝜇, 1)



Matrices
A symmetric 𝑀𝑀 is psd if all e-vals are non-negative.

Equivalently 𝑣𝑣⊤𝑀𝑀𝑣𝑣 ≥ 0 for all vectors 𝑣𝑣

write as 𝑀𝑀 ≽ 0

Def: 𝐴𝐴 ≼ 𝐵𝐵 if 𝑣𝑣⊤𝐴𝐴𝑣𝑣 ≤ 𝑣𝑣⊤𝐵𝐵𝑣𝑣 for all vectors 𝑣𝑣

say 𝐴𝐴 ∈ 𝑎𝑎, 𝑏𝑏 𝐼𝐼 if 𝑎𝑎𝐼𝐼 ≼ 𝐴𝐴 ≼ 𝑏𝑏𝐼𝐼 Equivalently 𝜆𝜆𝑖𝑖 𝐴𝐴 ∈ 𝑎𝑎, 𝑏𝑏 for all 𝑖𝑖

Def: spectral norm of a matrix 𝐴𝐴 is 𝐴𝐴 = max
𝑣𝑣 =1

𝐴𝐴𝑣𝑣 = 𝜆𝜆max(𝐴𝐴)

Def: Frobenius norm of 𝐴𝐴 is 𝐴𝐴 𝐹𝐹 = ∑𝐴𝐴𝑖𝑖,𝑗𝑗2 = 𝑣𝑣𝑣𝑣𝑣𝑣(𝐴𝐴)



Matrix/vector valued r.v.

If 𝜇𝜇 ∈ ℝ𝑑𝑑 , 𝑉𝑉 ∈ ℝ𝑑𝑑×𝑑𝑑 psd, x ∼ 𝑁𝑁(𝜇𝜇,𝑉𝑉) normal over ℝ𝑑𝑑 with

𝔼𝔼 𝑥𝑥𝑖𝑖 = 𝜇𝜇𝑖𝑖 ,  𝔼𝔼 𝑥𝑥𝑖𝑖 − 𝜇𝜇𝑖𝑖 𝑥𝑥𝑗𝑗 − 𝜇𝜇𝑗𝑗 = 𝑉𝑉𝑖𝑖,𝑗𝑗

Vector valued normals:

Standard vector-valued normal: x ∼ 𝑁𝑁(0𝑑𝑑 , 𝐼𝐼𝑑𝑑) (or x ∼ 𝑁𝑁(0, 𝐼𝐼) ) 

𝔼𝔼𝑥𝑥 = 0 ,  𝔼𝔼 𝑥𝑥𝑥𝑥⊤ = 𝐼𝐼 𝔼𝔼𝑥𝑥𝑖𝑖2 = 1
𝔼𝔼𝑥𝑥𝑖𝑖𝑥𝑥𝑗𝑗 = 0 for 𝑖𝑖 ≠ 𝑗𝑗



Matrix concentration

If 𝑌𝑌1, … ,𝑌𝑌𝑛𝑛 i.i.d symmetric matrices in ℝ𝑑𝑑×𝑑𝑑 with 𝔼𝔼𝑌𝑌𝑖𝑖 = 𝜇𝜇, 𝑌𝑌𝑖𝑖 ≤ 𝑂𝑂(1)

If 𝑌𝑌1, … ,𝑌𝑌𝑛𝑛 are i.i.d over ℝ bounded with expectation 𝜇𝜇

Pr ∑𝑌𝑌𝑖𝑖 − 𝜇𝜇 ⋅ 𝑛𝑛 ≥ 𝜖𝜖𝑛𝑛 ≈ exp(−𝜖𝜖2𝑛𝑛)

Recall:

Matrix Bernstein inequality:

Pr ∑𝑌𝑌𝑖𝑖 − 𝜇𝜇 ⋅ 𝑛𝑛 ≥ 𝜖𝜖𝑛𝑛 ≈ 𝑑𝑑 ⋅ exp(−𝜖𝜖2𝑛𝑛)

𝔼𝔼 ∑𝑌𝑌𝑖𝑖 − 𝜇𝜇 ≤ 𝑂𝑂 𝑛𝑛 log𝑑𝑑

* See Tropp, 2015 Chapter 6 for precise statements https://arxiv.org/abs/1501.01571

https://arxiv.org/abs/1501.01571


Random matrices
𝐴𝐴 random 𝑑𝑑 × 𝑑𝑑 symmetric matrix with 𝐴𝐴𝑖𝑖,𝑗𝑗 ∼ 𝑁𝑁(0,1)

−2 𝑑𝑑, +2 𝑑𝑑

Spectrum (eigenvalues) distributed according to Wigner Semi-Circle law



Random matrices
𝑋𝑋 = 1

𝑛𝑛
𝐴𝐴𝐴𝐴⊤ , 𝐴𝐴 ∈ ℝ𝑑𝑑×𝑛𝑛 , 𝐴𝐴𝑖𝑖,𝑗𝑗 ∼ 𝑁𝑁(0,1)

𝑑𝑑 < 𝑛𝑛

1 ± 2 𝑑𝑑/𝑛𝑛 [0,4 𝑑𝑑/𝑛𝑛]

𝑑𝑑 = 𝑛𝑛 𝑑𝑑 > 𝑛𝑛

𝑑𝑑/𝑛𝑛 ± 2 𝑑𝑑/𝑛𝑛

𝑑𝑑 − 𝑛𝑛
evals at 0

Spectrum distributed according to Marchenko-Pastur

𝑋𝑋 = empirical estimate for covariance of 𝑥𝑥1, … , 𝑥𝑥𝑛𝑛 ∼ 𝑁𝑁(0, 𝐼𝐼𝑑𝑑)



Digression:

Multiplicative Weights Update /
Follow The Regularized Leader /  
Regret Minimization / 
Mirror Descent



Digression: Multiplicative Weights
Setup: 𝑛𝑛 possible actions 𝑎𝑎1, … ,𝑎𝑎𝑛𝑛

At time 𝑡𝑡 = 1,2, … ,𝑇𝑇 learn loss 𝐿𝐿𝑖𝑖,𝑡𝑡 for action 𝑖𝑖 at time 𝑡𝑡

• Initialize 𝑝𝑝0 distribution over [𝑛𝑛]

Hope:

Approach:

• 𝑝𝑝𝑡𝑡+1 updates 𝑝𝑝𝑡𝑡 by letting 𝑝𝑝𝑡𝑡+1 𝑖𝑖 ∝ 𝑝𝑝𝑡𝑡 𝑖𝑖 exp(−𝜂𝜂 𝐿𝐿𝑖𝑖,𝑡𝑡)

Converge to “good aggregation”

Average 
loss

Best loss in 
hindsight

“Experts” 
model

𝔼𝔼𝑡𝑡∼ 𝑇𝑇 𝔼𝔼𝑖𝑖∼𝑝𝑝𝑡𝑡𝐿𝐿𝑖𝑖,𝑡𝑡 ≈ min
𝑝𝑝∗

𝔼𝔼𝑡𝑡∼ 𝑇𝑇 𝔼𝔼𝑖𝑖∼𝑝𝑝𝑡𝑡𝐿𝐿𝑖𝑖,𝑡𝑡

LHS – RHS = (average) regret



Multiplicative weights

Hope: 𝔼𝔼𝑡𝑡∼ 𝑇𝑇 𝔼𝔼𝑖𝑖∼𝑝𝑝𝑡𝑡𝐿𝐿𝑖𝑖,𝑡𝑡 ≈ min
𝑝𝑝∗

𝔼𝔼𝑡𝑡∼ 𝑇𝑇 𝔼𝔼𝑖𝑖∼𝑝𝑝𝑡𝑡𝐿𝐿𝑖𝑖,𝑡𝑡

Regret Prior 
ignorance

Sensitivity 
per step

≤ 𝑂𝑂 log 𝑛𝑛
𝑇𝑇

• 𝑝𝑝𝑡𝑡+1 updates 𝑝𝑝𝑡𝑡 by letting 𝑝𝑝𝑡𝑡+1 𝑖𝑖 ∝ 𝑝𝑝𝑡𝑡 𝑖𝑖 exp(−𝜂𝜂 𝐿𝐿𝑖𝑖,𝑡𝑡)

THM:   𝔼𝔼𝑡𝑡𝔼𝔼𝑝𝑝𝑡𝑡𝐿𝐿 − 𝔼𝔼𝑡𝑡𝔼𝔼𝑝𝑝∗𝐿𝐿 ≤ Δ𝐾𝐾𝐾𝐾(𝑝𝑝∗∥𝑝𝑝0)
𝜂𝜂⋅𝑇𝑇

+ 𝑂𝑂(𝜂𝜂)

* Assuming 𝐿𝐿𝑖𝑖,𝑡𝑡 ≤ 𝑂𝑂(1)



Multiplicative weights 𝑝𝑝𝑡𝑡+1 𝑖𝑖 = 𝑝𝑝𝑡𝑡 𝑖𝑖 exp(−𝜂𝜂𝐿𝐿𝑖𝑖,𝑡𝑡) / 𝑍𝑍𝑡𝑡

𝐿𝐿𝑡𝑡,𝑖𝑖 =
1
𝜂𝜂

log
𝑝𝑝𝑡𝑡(𝑖𝑖)

𝑝𝑝𝑡𝑡+1 𝑖𝑖 ⋅ 𝑍𝑍𝑖𝑖

𝔼𝔼𝑝𝑝𝑡𝑡𝐿𝐿 =
1
𝜂𝜂
𝔼𝔼𝑝𝑝𝑡𝑡 log 𝑝𝑝𝑡𝑡 − 𝔼𝔼𝑝𝑝𝑡𝑡 log 𝑝𝑝𝑡𝑡+1 − log𝑍𝑍𝑖𝑖

𝔼𝔼𝑝𝑝∗𝐿𝐿 =
1
𝜂𝜂
𝔼𝔼𝑝𝑝∗ log 𝑝𝑝𝑡𝑡 − 𝔼𝔼𝑝𝑝∗ log 𝑝𝑝𝑡𝑡+1 − log𝑍𝑍𝑖𝑖

−
1
𝑇𝑇
�
𝑡𝑡

( )

= 1
𝜂𝜂⋅𝑇𝑇

𝔼𝔼𝑝𝑝∗ log 𝑝𝑝𝑇𝑇 − 𝔼𝔼𝑝𝑝∗ log 𝑝𝑝0 + 1
𝜂𝜂⋅𝑇𝑇

∑𝑡𝑡 Δ𝐾𝐾𝐾𝐾(𝑝𝑝𝑡𝑡 ,𝑝𝑝𝑡𝑡+1)

• 𝑝𝑝𝑡𝑡+1 updates 𝑝𝑝𝑡𝑡 by letting 𝑝𝑝𝑡𝑡+1 𝑖𝑖 ∝ 𝑝𝑝𝑡𝑡 𝑖𝑖 exp(−𝜂𝜂 𝐿𝐿𝑖𝑖,𝑡𝑡)

Regret

Regret

THM:   𝔼𝔼𝑡𝑡𝔼𝔼𝑝𝑝𝑡𝑡𝐿𝐿 − 𝔼𝔼𝑡𝑡𝔼𝔼𝑝𝑝∗𝐿𝐿 ≤ Δ𝐾𝐾𝐾𝐾(𝑝𝑝∗∥𝑝𝑝0)
𝜂𝜂⋅𝑇𝑇

+ 𝑂𝑂(𝜂𝜂)

* Assuming 𝐿𝐿𝑖𝑖,𝑡𝑡 ≤ 𝑂𝑂(1)

PF:
=



Multiplicative weights

THM:   𝔼𝔼𝑡𝑡𝔼𝔼𝑝𝑝𝑡𝑡𝐿𝐿 − 𝔼𝔼𝑡𝑡𝔼𝔼𝑝𝑝∗𝐿𝐿 ≤ Δ𝐾𝐾𝐾𝐾(𝑝𝑝∗∥𝑝𝑝0)
𝜂𝜂⋅𝑇𝑇

+ 𝑂𝑂(𝜂𝜂)

• 𝑝𝑝𝑡𝑡+1 updates 𝑝𝑝𝑡𝑡 by letting 𝑝𝑝𝑡𝑡+1 𝑖𝑖 ∝ 𝑝𝑝𝑡𝑡 𝑖𝑖 exp(−𝜂𝜂 𝐿𝐿𝑖𝑖,𝑡𝑡)

Regret

1
𝜂𝜂⋅𝑇𝑇

𝐻𝐻 𝑝𝑝∗, 𝑝𝑝0 − 𝐻𝐻(𝑝𝑝∗,𝑝𝑝𝑇𝑇)

= 1
𝜂𝜂⋅𝑇𝑇

𝔼𝔼𝑝𝑝∗ log 𝑝𝑝𝑇𝑇 − 𝔼𝔼𝑝𝑝∗ log 𝑝𝑝0 + 1
𝜂𝜂⋅𝑇𝑇

∑𝑡𝑡 Δ𝐾𝐾𝐾𝐾(𝑝𝑝𝑡𝑡 ,𝑝𝑝𝑡𝑡+1)

≤ 1
𝜂𝜂⋅𝑇𝑇

𝐻𝐻 𝑝𝑝∗,𝑝𝑝0 − 𝐻𝐻(𝑝𝑝∗)

= 1
𝜂𝜂⋅𝑇𝑇

Δ𝐾𝐾𝐾𝐾(𝑝𝑝∗ ∥ 𝑝𝑝0)

=

* Assuming 𝐿𝐿𝑖𝑖,𝑡𝑡 ≤ 𝑂𝑂(1)

PF: Regret



= 1
𝜂𝜂⋅𝑇𝑇

𝔼𝔼𝑝𝑝∗ log 𝑝𝑝𝑇𝑇 − 𝔼𝔼𝑝𝑝∗ log 𝑝𝑝0 + 1
𝜂𝜂⋅𝑇𝑇

∑𝑡𝑡 Δ𝐾𝐾𝐾𝐾(𝑝𝑝𝑡𝑡 ,𝑝𝑝𝑡𝑡+1)

* Assuming 𝐿𝐿𝑖𝑖,𝑡𝑡 ≤ 𝑂𝑂(1)

THM:   𝔼𝔼𝑡𝑡𝔼𝔼𝑝𝑝𝑡𝑡𝐿𝐿 − 𝔼𝔼𝑡𝑡𝔼𝔼𝑝𝑝∗𝐿𝐿 ≤ Δ𝐾𝐾𝐾𝐾(𝑝𝑝∗∥𝑝𝑝0)
𝜂𝜂⋅𝑇𝑇

+ 𝑂𝑂(𝜂𝜂)

• 𝑝𝑝𝑡𝑡+1 updates 𝑝𝑝𝑡𝑡 by letting 𝑝𝑝𝑡𝑡+1 𝑖𝑖 ∝ 𝑝𝑝𝑡𝑡 𝑖𝑖 exp(−𝜂𝜂 𝐿𝐿𝑖𝑖,𝑡𝑡)

Regret

Multiplicative weights

= 1
𝜂𝜂⋅𝑇𝑇

Δ𝐾𝐾𝐾𝐾(𝑝𝑝∗ ∥ 𝑝𝑝0)RegretPF: ≤



Multiplicative weights

THM:   𝔼𝔼𝑡𝑡𝔼𝔼𝑝𝑝𝑡𝑡𝐿𝐿 − 𝔼𝔼𝑡𝑡𝔼𝔼𝑝𝑝∗𝐿𝐿 ≤ Δ𝐾𝐾𝐾𝐾(𝑝𝑝∗∥𝑝𝑝0)
𝜂𝜂⋅𝑇𝑇

+ 𝑂𝑂(𝜂𝜂)

* Assuming 𝐿𝐿𝑖𝑖,𝑡𝑡 ≤ 𝑂𝑂(1)

• 𝑝𝑝𝑡𝑡+1 updates 𝑝𝑝𝑡𝑡 by letting 𝑝𝑝𝑡𝑡+1 𝑖𝑖 ∝ 𝑝𝑝𝑡𝑡 𝑖𝑖 exp(−𝜂𝜂 𝐿𝐿𝑖𝑖,𝑡𝑡)

Regret

≤ Δ𝐾𝐾𝐾𝐾(𝑝𝑝∗∥𝑝𝑝0)
𝜂𝜂⋅𝑇𝑇

+ 1
𝜂𝜂⋅𝑇𝑇

∑𝑡𝑡 Δ𝐾𝐾𝐾𝐾(𝑝𝑝𝑡𝑡, 𝑝𝑝𝑡𝑡+1)Regret

CLM: If 𝑝𝑝, 𝑞𝑞 s.t. 𝑝𝑝 𝑖𝑖 ∝ 𝑞𝑞 𝑖𝑖 𝜌𝜌𝑖𝑖 for 𝜌𝜌𝑖𝑖 ∈ [1 − 𝜂𝜂, 1 + 𝜂𝜂] then Δ𝐾𝐾𝐾𝐾 𝑝𝑝 ∥ 𝑞𝑞 ≤ 𝑂𝑂 𝜂𝜂2

PF: 𝑝𝑝 𝑖𝑖 = 𝑞𝑞 𝑖𝑖 𝜌𝜌𝑖𝑖/𝑍𝑍 where 𝑍𝑍 = 𝔼𝔼𝑞𝑞𝜌𝜌𝑖𝑖
Δ𝐾𝐾𝐾𝐾 𝑝𝑝 ∥ 𝑞𝑞 = 𝔼𝔼plog𝜌𝜌𝑖𝑖 − log𝑍𝑍 = 𝔼𝔼𝑝𝑝 log𝜌𝜌𝑖𝑖 − log𝔼𝔼𝑞𝑞𝜌𝜌𝑖𝑖

≤ 𝔼𝔼𝑝𝑝 log𝜌𝜌𝑖𝑖 − 𝔼𝔼𝑞𝑞 log𝜌𝜌𝑖𝑖 ≤ max log(𝜌𝜌𝑖𝑖) ⋅ ∑ 𝑝𝑝𝑖𝑖 − 𝑞𝑞𝑖𝑖 ≤ 𝑂𝑂(𝜂𝜂2)

PF:



Generalization: Follow The Regularized Leader
Set 𝐾𝐾 of actions

At time 𝑡𝑡 + 1, make choice 𝑥𝑥𝑡𝑡+1 ∈ 𝐾𝐾 and learn cost function 𝐿𝐿𝑡𝑡+1:𝐾𝐾 → ℝ

𝑥𝑥𝑡𝑡+1 = arg min
𝑥𝑥∈𝐾𝐾

𝑅𝑅 𝑥𝑥 + �
𝑖𝑖=1

𝑡𝑡
𝐿𝐿𝑖𝑖(𝑥𝑥)FTRL:

THM: Mean regret at 𝑇𝑇 ≤ 1
𝑇𝑇
𝑅𝑅 𝑥𝑥∗ − 𝑅𝑅 𝑥𝑥0 + ∑𝑡𝑡=1𝑇𝑇 𝐿𝐿𝑡𝑡 𝑥𝑥𝑡𝑡 − 𝐿𝐿𝑡𝑡(𝑥𝑥𝑡𝑡+1)

Multiplicative Weights: 𝐾𝐾 = { dists on 𝑛𝑛 } ,   𝑅𝑅 𝑥𝑥 = − 1
𝜂𝜂
𝐻𝐻(𝑥𝑥)

Prior 
ignorance

Sensitivity 
per step



Robustness

𝐴𝐴 𝑓𝑓𝑥𝑥1. . 𝑥𝑥𝑛𝑛

𝑥𝑥

𝑦𝑦

Train Test

Data poisoning

Adversarial 
perturbations

Domain
Shift



Robustness

𝐴𝐴 𝑓𝑓𝑥𝑥1. . 𝑥𝑥𝑛𝑛

𝑥𝑥

𝑦𝑦

Train Test

Data poisoning

Adversarial 
perturbations

Domain
Shift



Train-Time Robustness.
Model: 𝑥𝑥1, … , 𝑥𝑥 1−𝜖𝜖 𝑛𝑛 ∼ 𝑋𝑋 ⊆ ℝ𝑑𝑑 ,   𝑥𝑥 1−𝜖𝜖 𝑛𝑛+1, … , 𝑥𝑥𝑛𝑛 arbitrary.

Mean estimation: Estimate 𝜇𝜇 = 𝔼𝔼𝑋𝑋

Noiseless case: Empirical mean �𝜇𝜇 = 1
𝑛𝑛
∑𝑥𝑥𝑖𝑖

• 𝑑𝑑 = 1: �𝜇𝜇 − 𝜇𝜇 ≤ 𝑂𝑂(1/ 𝑛𝑛)

• General 𝑑𝑑: �𝜇𝜇 − 𝜇𝜇 ≤ 𝑂𝑂( 𝑑𝑑/𝑛𝑛)

Assume 𝑥𝑥𝑖𝑖 2 ≈ 1 for 𝑖𝑖 < 1 − 𝜖𝜖 𝑛𝑛

Adversarial case: Empirical mean arbitrarily bad

For 𝑑𝑑 = 1 can use empirical median 𝜇𝜇∗ = 𝑠𝑠𝑠𝑠𝑠𝑠𝑡𝑡 𝑥𝑥1, … , 𝑥𝑥𝑛𝑛 𝑛𝑛/2

Guaranteed to lie in (1
2
− 𝜖𝜖, 1

2
+ 𝜖𝜖) quantile of real data



Train-Time Robustness.
Model: 𝑥𝑥1, … , 𝑥𝑥 1−𝜖𝜖 𝑛𝑛 ∼ 𝑋𝑋 ⊆ ℝ𝑑𝑑 ,   𝑥𝑥 1−𝜖𝜖 𝑛𝑛+1, … , 𝑥𝑥𝑛𝑛 arbitrary.

Mean estimation: Estimate 𝜇𝜇 = 𝔼𝔼𝑋𝑋

For 𝑑𝑑 = 1 can use empirical median 𝜇𝜇∗ = 𝑠𝑠𝑠𝑠𝑠𝑠𝑡𝑡 𝑥𝑥1, … , 𝑥𝑥𝑛𝑛 𝑛𝑛/2

Guaranteed to lie in (1
2
− 𝜖𝜖, 1

2
+ 𝜖𝜖) quantile of real data

If 𝑋𝑋 ∼ 𝑁𝑁(𝜇𝜇, 1) , 𝜇𝜇 − 𝜇𝜇∗ ≤ 𝑂𝑂 𝜖𝜖 + 1/ 𝑛𝑛

1Inherent!



Train-Time Robustness.
Model: 𝑥𝑥1, … , 𝑥𝑥 1−𝜖𝜖 𝑛𝑛 ∼ 𝑋𝑋 ⊆ ℝ𝑑𝑑 ,   𝑥𝑥 1−𝜖𝜖 𝑛𝑛+1, … , 𝑥𝑥𝑛𝑛 arbitrary.

Mean estimation: Estimate 𝜇𝜇 = 𝔼𝔼𝑋𝑋

For 𝑑𝑑 = 1 can use empirical median 𝜇𝜇∗ = 𝑠𝑠𝑠𝑠𝑠𝑠𝑡𝑡 𝑥𝑥1, … , 𝑥𝑥𝑛𝑛 𝑛𝑛/2

If 𝑋𝑋 ∼ 𝑁𝑁(𝜇𝜇, 1) , 𝜇𝜇 − 𝜇𝜇∗ ≤ 𝑂𝑂 𝜖𝜖 + 1/ 𝑛𝑛

Median of coordinates: (𝑑𝑑 ≥ 1) 𝜇𝜇𝑖𝑖∗ = 𝑠𝑠𝑠𝑠𝑠𝑠𝑡𝑡 𝑥𝑥1,𝑖𝑖 , … , 𝑥𝑥𝑛𝑛,𝑖𝑖 𝑛𝑛/2

If 𝑋𝑋 ∼ 𝑁𝑁 𝜇𝜇, 𝐼𝐼 , can make 𝜇𝜇∗ ≈ (𝜖𝜖, … , 𝜖𝜖) ⇒ 𝜇𝜇∗ − 𝜇𝜇 ≈ 𝜖𝜖 𝑑𝑑

Can we do better?



Tukey Median



Tukey Median
A Tukey median* of 𝑥𝑥1, … , 𝑥𝑥𝑛𝑛 is 𝜇𝜇∗ s.t. for every nonzero 𝑣𝑣 ∈ ℝ𝑑𝑑

# 𝑖𝑖 s.t. 𝑥𝑥𝑖𝑖 − 𝜇𝜇∗, 𝑣𝑣 > 0 is in 1
2

± 3𝜖𝜖 𝑛𝑛

* Formal def: Tukey median is arg max
𝜇𝜇∗

min
𝑣𝑣≠0

𝑖𝑖 𝑥𝑥𝑖𝑖 − 𝜇𝜇∗, 𝑣𝑣 > 0 |



Tukey Median
A Tukey median* of 𝑥𝑥1, … , 𝑥𝑥𝑛𝑛 is 𝜇𝜇∗ s.t. for every nonzero 𝑣𝑣 ∈ ℝ𝑑𝑑

# 𝑖𝑖 s.t. 𝑥𝑥𝑖𝑖 − 𝜇𝜇∗, 𝑣𝑣 > 0 is in 1
2

± 3𝜖𝜖 𝑛𝑛



Tukey Median
A Tukey median* of 𝑥𝑥1, … , 𝑥𝑥𝑛𝑛 is 𝜇𝜇∗ s.t. for every nonzero 𝑣𝑣 ∈ ℝ𝑑𝑑

# 𝑖𝑖 s.t. 𝑥𝑥𝑖𝑖 − 𝜇𝜇∗, 𝑣𝑣 > 0 is in 1
2

± 3𝜖𝜖 𝑛𝑛

THM: If  𝑥𝑥1, … , 𝑥𝑥 1−𝜖𝜖 𝑛𝑛 ∼ 𝑁𝑁 𝜇𝜇, 𝐼𝐼 and 𝑑𝑑/𝑛𝑛 ≪ 𝜖𝜖 then

1) Exists Tukey median 𝜇𝜇∗

2) 𝜇𝜇 − 𝜇𝜇∗ ≤ 𝑂𝑂 𝜖𝜖



A Tukey median* of 𝑥𝑥1, … , 𝑥𝑥𝑛𝑛 is 𝜇𝜇∗ s.t. for every nonzero 𝑣𝑣 ∈ ℝ𝑑𝑑

# 𝑖𝑖 s.t. 𝑥𝑥𝑖𝑖 − 𝜇𝜇∗, 𝑣𝑣 > 0 is in 1
2

± 3𝜖𝜖 𝑛𝑛

PF OF 1: 𝜇𝜇 is Tukey median:
∀ 𝑣𝑣 ≠ 0, Y1 = sign ⟨𝑥𝑥1−𝜇𝜇, 𝑣𝑣⟩ , … , Y𝑘𝑘 = sign( 𝑥𝑥𝑘𝑘 − 𝜇𝜇, 𝑣𝑣 ) i.i.d ±1 vars

Pr ∑𝑌𝑌𝑖𝑖 > 𝜖𝜖𝜖𝜖 < exp(−𝜖𝜖2𝑛𝑛)

THM: If  𝑥𝑥1, … , 𝑥𝑥 1−𝜖𝜖 𝑛𝑛 ∼ 𝑁𝑁 𝜇𝜇, 𝐼𝐼 and 𝑑𝑑/𝑛𝑛 ≪ 𝜖𝜖 then
1) Exists Tukey median 𝜇𝜇∗

2) 𝜇𝜇 − 𝜇𝜇∗ ≤ 𝑂𝑂 𝜖𝜖

⇒ can “enumerate” over all (unit) 𝑣𝑣 ∈ ℝ𝑑𝑑

𝜖𝜖 = 1 − 𝜖𝜖 𝑛𝑛

≪ exp(−𝑑𝑑)



A Tukey median* of 𝑥𝑥1, … , 𝑥𝑥𝑛𝑛 is 𝜇𝜇∗ s.t. for every nonzero 𝑣𝑣 ∈ ℝ𝑑𝑑

# 𝑖𝑖 s.t. 𝑥𝑥𝑖𝑖 − 𝜇𝜇∗, 𝑣𝑣 > 0 is in 1
2

± 3𝜖𝜖 𝑛𝑛

PF OF 2: Suppose 𝜇𝜇 − 𝜇𝜇∗ ≥ 10𝜖𝜖

𝑥𝑥𝑖𝑖 − 𝜇𝜇∗, 𝑣𝑣/‖𝑣𝑣‖ = 𝑥𝑥𝑖𝑖 − 𝜇𝜇 + 𝑣𝑣, 𝑣𝑣/‖𝑣𝑣‖

Pr[𝑌𝑌𝑖𝑖 = −1] = Pr 𝑁𝑁 0,1 ≤ −10𝜖𝜖 ≤ 1/2 − 5𝜖𝜖

Let 𝑣𝑣 = 𝜇𝜇 − 𝜇𝜇∗ 𝑁𝑁(0, 1)

Let 𝑌𝑌𝑖𝑖 = sign ⟨𝑥𝑥𝑖𝑖 − 𝜇𝜇∗, 𝑣𝑣/‖𝑣𝑣‖⟩

= 𝑥𝑥𝑖𝑖 − 𝜇𝜇, 𝑣𝑣/‖𝑣𝑣‖ + 10𝜖𝜖

⇒ whp < 𝑛𝑛/2 − 4𝜖𝜖𝑛𝑛 𝑖𝑖’s such that 𝑌𝑌𝑖𝑖 = −1

THM: If  𝑥𝑥1, … , 𝑥𝑥 1−𝜖𝜖 𝑛𝑛 ∼ 𝑁𝑁 𝜇𝜇, 𝐼𝐼 and 𝑑𝑑/𝑛𝑛 ≪ 𝜖𝜖 then
1) Exists Tukey median 𝜇𝜇∗

2) 𝜇𝜇 − 𝜇𝜇∗ ≤ 𝑂𝑂 𝜖𝜖



Efficient Algorithms
☹ Computing Tukey median is NP hard

😃😃 Efficient algorithms for robust mean estimation 
of normals, other distributions



Spectral Signatures
Let 𝑥𝑥1, … , 𝑥𝑥 1−𝜖𝜖 𝑛𝑛 ∼ 𝑁𝑁(𝜇𝜇, 𝐼𝐼) and 𝑥𝑥 1−𝜖𝜖 𝑛𝑛+1, … , 𝑥𝑥𝑛𝑛 arbitrary

=
1
𝑛𝑛�𝑖𝑖=1

𝑛𝑛
𝑥𝑥𝑖𝑖 − �𝜇𝜇 𝑥𝑥𝑖𝑖 − �𝜇𝜇 ⊤Let �𝜇𝜇 = 1

n
∑𝑖𝑖=1𝑛𝑛 𝑥𝑥𝑖𝑖 and �Σ

Claim: �𝜇𝜇 − 𝜇𝜇 ≤ 𝑂𝑂 𝑑𝑑
𝑛𝑛

+ 𝜖𝜖 �Σ

Unknown 
quantity

Known 
quantity

Empirical 
covariance matrix

Empirical mean

* If all from 𝑁𝑁 𝜇𝜇, 𝐼𝐼 then �Σ = 𝑂𝑂( 𝑑𝑑/𝑛𝑛)



Let 𝑥𝑥1, … , 𝑥𝑥 1−𝜖𝜖 𝑛𝑛 ∼ 𝑁𝑁(𝜇𝜇, 𝐼𝐼) and 𝑥𝑥 1−𝜖𝜖 𝑛𝑛+1, … , 𝑥𝑥𝑛𝑛 arbitrary

=
1
𝑛𝑛�𝑖𝑖=1

𝑛𝑛
𝑥𝑥𝑖𝑖 − �𝜇𝜇 𝑥𝑥𝑖𝑖 − �𝜇𝜇 ⊤Let �𝜇𝜇 = 1

n
∑𝑖𝑖=1𝑛𝑛 𝑥𝑥𝑖𝑖 and �Σ

Claim: �𝜇𝜇 − 𝜇𝜇 ≤ 𝑂𝑂 𝑑𝑑
𝑛𝑛

+ 𝜖𝜖 �Σ

PF: (𝜇𝜇 = 0)

�𝜇𝜇 2 = �𝜇𝜇, �𝜇𝜇 = ⟨ �𝜇𝜇,
1
𝑛𝑛
∑𝑥𝑥𝑖𝑖⟩ = ⟨ �𝜇𝜇, 1

𝑛𝑛
∑𝐺𝐺 𝑥𝑥𝑖𝑖⟩ + ⟨ �𝜇𝜇, 1

𝑛𝑛
∑𝐵𝐵 𝑥𝑥𝑖𝑖⟩

𝑁𝑁 0, �𝜇𝜇 2

𝑛𝑛
: Pr ∎ ≥ 𝑑𝑑

𝑛𝑛
�̂�𝜇 ≈ exp(−𝑑𝑑)

≤ 𝑂𝑂 𝑑𝑑
𝑛𝑛
⋅ �𝜇𝜇 + 1

n
∑𝐵𝐵 �𝜇𝜇, 𝑥𝑥𝑖𝑖 − �𝜇𝜇 + 1

𝑛𝑛
∑𝐵𝐵⟨ �𝜇𝜇, �𝜇𝜇⟩

(CS) ≤ 𝜖𝜖
𝑛𝑛
∑𝐵𝐵 �̂�𝜇, 𝑥𝑥𝑖𝑖 − �̂�𝜇 2

= 𝜖𝜖 �̂�𝜇 2

≤ 𝜖𝜖 ⋅ �Σ ⋅ �𝜇𝜇 2 = 𝜖𝜖 ⋅ �Σ ⋅ �𝜇𝜇



𝑁𝑁 0, �𝜇𝜇 2

𝑛𝑛
: Pr ∎ ≥ 𝑑𝑑

𝑛𝑛
�̂�𝜇 ≈ exp(−𝑑𝑑)

Claim: �𝜇𝜇 − 𝜇𝜇 ≤ 𝑂𝑂 𝑑𝑑
𝑛𝑛

+ 𝜖𝜖 �Σ

PF: (𝜇𝜇 = 0)

�𝜇𝜇 2 = �𝜇𝜇, �𝜇𝜇 = ⟨ �𝜇𝜇,
1
𝑛𝑛
∑𝑥𝑥𝑖𝑖⟩ = ⟨ �𝜇𝜇, 1

𝑛𝑛
∑𝐺𝐺 𝑥𝑥𝑖𝑖⟩ + ⟨ �𝜇𝜇, 1

𝑛𝑛
∑𝐵𝐵 𝑥𝑥𝑖𝑖⟩

≤ 𝑂𝑂 𝑑𝑑
𝑛𝑛
⋅ �𝜇𝜇 + 1

n
∑𝐵𝐵 �𝜇𝜇, 𝑥𝑥𝑖𝑖 − �𝜇𝜇 + 1

𝑛𝑛
∑𝐵𝐵⟨ �𝜇𝜇, �𝜇𝜇⟩

(CS) ≤ 𝜖𝜖
𝑛𝑛
∑𝐵𝐵 �̂�𝜇, 𝑥𝑥𝑖𝑖 − �̂�𝜇 2

= 𝜖𝜖 �̂�𝜇 2

≤ 𝜖𝜖 ⋅ �Σ ⋅ �𝜇𝜇 2 = 𝜖𝜖 ⋅ �Σ ⋅ �𝜇𝜇

⇒ 1 − 𝜖𝜖 �𝜇𝜇 ≤ 𝑂𝑂 𝑑𝑑
𝑛𝑛

+ 𝜖𝜖 ⋅ �Σ



Filtering
Let 𝑥𝑥1, … , 𝑥𝑥 1−𝜖𝜖 𝑛𝑛 ∼ 𝑁𝑁(𝜇𝜇, 𝐼𝐼) and 𝑥𝑥 1−𝜖𝜖 𝑛𝑛+1, … , 𝑥𝑥𝑛𝑛 arbitrary

∀ “flat” dist 𝑝𝑝1 …𝑝𝑝𝑛𝑛 let �𝜇𝜇(𝑝𝑝) = ∑𝑖𝑖=1𝑛𝑛 𝑝𝑝𝑖𝑖𝑥𝑥𝑖𝑖 and �Σ(𝑝𝑝)

Claim: �𝜇𝜇(𝑝𝑝) − 𝜇𝜇 ≤ 𝑂𝑂 𝑑𝑑
𝑛𝑛

+ 𝜖𝜖 �Σ(𝑝𝑝)

= �
𝑖𝑖=1

𝑛𝑛
𝑝𝑝𝑖𝑖 𝑥𝑥𝑖𝑖 − �𝜇𝜇 𝑥𝑥𝑖𝑖 − �𝜇𝜇 ⊤

max 𝑝𝑝𝑖𝑖 ≤ 𝑂𝑂(1/𝑛𝑛)

Robust mean estimation:
1. Let 𝑝𝑝0 = (1/𝑛𝑛, … , 1/𝑛𝑛), 𝑡𝑡 = 0

2. If �Σ 𝑝𝑝𝑡𝑡 ≤ 𝐶𝐶: return �𝜇𝜇(𝑝𝑝𝑡𝑡)

3. Otherwise let 𝑣𝑣 = vmax �Σ(𝑝𝑝𝑡𝑡) , 𝐿𝐿𝑖𝑖 = 𝑥𝑥𝑖𝑖 , 𝑣𝑣 2

Let 𝑝𝑝𝑡𝑡+1 𝑖𝑖 ∝ 𝑝𝑝𝑡𝑡+1 𝑖𝑖 ⋅ exp −𝜂𝜂𝐿𝐿𝑖𝑖 and go back to 2

Can do better: 
See Jerry Li / 
Jacob Steinhardt 
lecture notes



Robust statistics via SoS
Mean Estimation
Moment Estimation
Linear Regression 
Clustering Spherical Mixtures

Clustering Non-Spherical Mixtures

List-decodable mean estimation

List-decodable regression
List-decodable subspace clustering

Heavy-Tailed Estimation

“certifiable 
subgaussianity”

“certifiable hypercontractivity”
“certifiable anti-concentration”

“certifiable 
subgaussianity”

“certifiable hypercontractivity”
“certifiable anti-concentration”



Refs

Mean Estimation

Moment Estimation
Linear Regression 

Clustering Spherical Mixtures
Clustering Non-Spherical Mixtures
Learning Arbitrary Mixtures

List-decodable mean estimation
List-decodable regression
List-decodable subspace clustering

[LRV’16],[DKKLMS’16], …,[Hopkins-Li’18],[Kothari-Steurer’18]

[Kothari-Steurer’18]
[Klivans-Meka-Kothari’18], [Diakonikolas, Kamath, Kane, Li, Steinhardt,Stewart’18],

[Prasad, Suggala, Balakrishnan and Ravikumar’18][Bakshi-Prasad’20]

[Hopkins-Li’18],[Diakonikolas-Kane-Stewart’18],[Kothari-teinhardt’18]
[Bakshi-Kothari’20],[Diakonikolas-Hopkins-Kane-Karmalkar’20]

[Bakshi-Diakonikolas-Jia-Kane-Kothari-Vempala’20],[Liu-Moitra’20]

[Diakonikolas-Kane-Stewart’18],[Kothari-Steinhardt’18]
[Karmalkar-Klivans-Kothari’19],[Raghavendra-Yau’19]

[Bakshi-Kothari’20],[Raghavendra-Yau’20]

Heavy-Tailed Estimation [Hopkins’19],[Cherapanamjeri-Hopkins-Kathuria-Raghavendra-Tripuraneni’20]



In Neural Networks
Embedding: 𝑠𝑠: data → ℝ𝑚𝑚

𝑠𝑠 = ( 2 , 0.6 , ⋅ , ⋅ , ⋯ ,⋅ )

𝑠𝑠 = (0.1 , 1.5 , ⋅ , ⋅ , ⋯ ,⋅ )

(semi) cartoon:

Dog 
dimension

Cat 
dimension

𝑚𝑚 − 2 other dimensions

2 std devs
certainty of dog

Most norm is here



In Neural Networks

cat
do

g

𝑣𝑣,𝑑𝑑𝑠𝑠𝑑𝑑 , ⟨𝑣𝑣, 𝑣𝑣𝑎𝑎𝑡𝑡 ⟩ ≪ ‖𝑣𝑣‖

Slightly perturb 𝑑𝑑𝑠𝑠𝑑𝑑 : data poisoning (train time)

Slightly perturb 𝑣𝑣 : adversarial perturbation (test time)



Data Poisoning attacks and defenses

Steinhardt, Koh, Liang 2017



Data Poisoning attacks and defenses

Shafahi, Huang, Najibi, Suciu, Studer, Dumitras, Goldstein 2018



Train Time Robustness

• Out of distribution
• Adversarial pertubration



Robustness

𝐴𝐴 𝑓𝑓𝑥𝑥1. . 𝑥𝑥𝑛𝑛

𝑥𝑥

𝑦𝑦

Train Test

Data poisoning

Adversarial 
perturbations

Domain
Shift



Domain Shift
• Train on data 𝑥𝑥1,𝑦𝑦1 , … , 𝑥𝑥𝑛𝑛,𝑦𝑦𝑛𝑛 ∼ 𝐷𝐷

• Test on (𝑥𝑥,𝑦𝑦) ∼ 𝐷𝐷𝐷

Miller, Taori, Raghunathan, Sagawa, Koh, Shankar, Liang, Carmon, Schmidt



CIFAR 10 (Krizhevsky, Nair, Hinton 2009)
50K+10K 32x32 color images, 10 classes

Base: Tiny Images (Torralba, Fergus, Freeman ‘08)

Extracted 75K nouns from WordNet

Used these to search images from 7 search engines
(Altavista,Ask, Flickr, Cydral, Google, Picsearch and Webshots)

Up to 3K images per search term, subsample to 32x32

Construction: • Student labelers considered all images corresponding 
to class + hyponym 

• Filtered to 6K images per class, split to 5K vs 1K



CIFAR 10.1 and 10.2
Recht-Roelofs-Schmidt-Shankar 19
Lu-Nott-Olson-Todeschini-Vahabi-Carmon-Schmidt ‘20
Followed same procedure but smaller size
• CIFAR 10.1: Test set only (2K images)
• CIFAR 10.2: Train + test (10K + 2K)

Replicated datasets can be easier/harder
http://gradientscience.org/data_rep_bias/

http://gradientscience.org/data_rep_bias/


Theoretical model for domain shift
cat

not cat

𝐶𝐶𝐴𝐴𝑇𝑇 ∈ ℝ𝑑𝑑

Dataset 𝐷𝐷 : Pr 𝑥𝑥 labeled cat ∝ exp(𝛽𝛽 𝑥𝑥,𝐶𝐶𝐴𝐴𝑇𝑇 + 𝛼𝛼𝐼𝐼 )

Dataset 𝐷𝐷𝐷: Pr 𝑥𝑥 labeled cat ∝ exp(𝛽𝛽𝐷 𝑥𝑥,𝐶𝐶𝐴𝐴𝑇𝑇 + 𝛼𝛼𝐷𝐼𝐼𝐷 )

𝐼𝐼

𝐼𝐼𝐷

𝐴𝐴𝑣𝑣𝑣𝑣𝐷𝐷 𝐶𝐶 = 𝛽𝛽 𝐶𝐶,𝐶𝐶𝐴𝐴𝑇𝑇 + 𝛽𝛽𝛼𝛼⟨𝐶𝐶, 𝐼𝐼⟩

𝐴𝐴𝑣𝑣𝑣𝑣𝐷𝐷𝐷 𝐶𝐶 = 𝛽𝛽𝐷 𝐶𝐶,𝐶𝐶𝐴𝐴𝑇𝑇 + 𝛽𝛽𝐷𝛼𝛼𝐷⟨𝐶𝐶, 𝐼𝐼𝐷⟩
If 𝐶𝐶 trained on 𝐷𝐷
assume 𝐶𝐶, 𝐼𝐼𝐷 ≈ 0

𝛽𝛽𝐷 < 𝛽𝛽:
𝐷𝐷𝐷 harder than 𝐷𝐷

True cat 
direction

Idiosyncratic 
correlations



Theoretical model for domain shift cat

not cat

𝐶𝐶𝐴𝐴𝑇𝑇 ∈ ℝ𝑑𝑑

𝐼𝐼

𝐼𝐼𝐷

If learn by grad descent

∇ 𝛽𝛽 𝐶𝐶,𝐶𝐶𝐴𝐴𝑇𝑇 + 𝛼𝛼𝛽𝛽⟨𝐶𝐶, 𝐼𝐼⟩ = 𝛽𝛽 ⋅ 𝐶𝐶𝐴𝐴𝑇𝑇 + 𝛽𝛽𝛼𝛼 ⋅ 𝐼𝐼

If 𝐶𝐶 trained on 𝐷𝐷 ,𝐶𝐶 ∝ 𝐶𝐶𝐴𝐴𝑇𝑇 + 𝛼𝛼 ⋅ 𝐼𝐼 + 𝑁𝑁𝑠𝑠𝑖𝑖𝑠𝑠𝑣𝑣

𝐴𝐴𝑣𝑣𝑣𝑣𝐷𝐷 𝐶𝐶 = 𝛽𝛽 𝐶𝐶,𝐶𝐶𝐴𝐴𝑇𝑇 + 𝛼𝛼 ⋅ 𝐼𝐼 = 𝛽𝛽𝛽𝛽

𝐴𝐴𝑣𝑣𝑣𝑣𝐷𝐷𝐷 𝐶𝐶 = 𝛽𝛽𝐷⟨𝐶𝐶,𝐶𝐶𝐴𝐴𝑇𝑇 + 𝛼𝛼 ⋅ 𝐼𝐼𝐷⟩

= 𝛾𝛾
𝐶𝐶𝐶𝐶𝑇𝑇+𝛼𝛼⋅𝐼𝐼 2 𝐶𝐶𝐴𝐴𝑇𝑇 + 𝛼𝛼 ⋅ 𝐼𝐼 + 𝑁𝑁𝑠𝑠𝑖𝑖𝑠𝑠𝑣𝑣

= 𝛽𝛽𝐷𝛽𝛽 ⋅ 𝐶𝐶𝐶𝐶𝑇𝑇 2

𝐶𝐶𝐶𝐶𝑇𝑇 𝟐𝟐+𝛼𝛼2 𝐼𝐼 2

𝐴𝐴𝑣𝑣𝑣𝑣𝐷𝐷 𝐶𝐶 = 𝛽𝛽 𝐶𝐶,𝐶𝐶𝐴𝐴𝑇𝑇 + 𝛽𝛽𝛼𝛼⟨𝐶𝐶, 𝐼𝐼⟩

𝐴𝐴𝑣𝑣𝑣𝑣𝐷𝐷𝐷 𝐶𝐶 = 𝛽𝛽𝐷 𝐶𝐶,𝐶𝐶𝐴𝐴𝑇𝑇 + 𝛽𝛽𝐷𝛼𝛼𝐷⟨𝐶𝐶, 𝐼𝐼𝐷⟩
If 𝐶𝐶 trained on 𝐷𝐷
assume 𝐶𝐶, 𝐼𝐼𝐷 ≈ 0



Theoretical model for domain shift cat

not cat

𝐶𝐶𝐴𝐴𝑇𝑇 ∈ ℝ𝑑𝑑

𝐼𝐼

𝐼𝐼𝐷

𝐴𝐴𝑣𝑣𝑣𝑣𝐷𝐷′ 𝐶𝐶 =
𝛽𝛽𝐷

𝛽𝛽(1 + 𝜃𝜃2)
⋅ 𝐴𝐴𝑣𝑣𝑣𝑣𝐷𝐷(𝐶𝐶)

𝐴𝐴𝑣𝑣𝑣𝑣𝐷𝐷(𝐶𝐶)
𝐴𝐴𝑣𝑣
𝑣𝑣 𝐷𝐷

𝐷(
𝐶𝐶)

𝑥𝑥 = 𝑦𝑦

slope ≤ 𝛽𝛽′

𝛽𝛽• 𝛽𝛽𝐷/𝛽𝛽 < 1 iff 𝐷𝐷𝐷 harder than 𝐷𝐷

• 𝜃𝜃2 grows with idiosyncratic 
component of 𝐷𝐷

𝐴𝐴𝑣𝑣𝑣𝑣𝐷𝐷 𝐶𝐶 = 𝛽𝛽 𝐶𝐶,𝐶𝐶𝐴𝐴𝑇𝑇 + 𝛼𝛼 ⋅ 𝐼𝐼 = 𝛽𝛽𝛽𝛽

𝐴𝐴𝑣𝑣𝑣𝑣𝐷𝐷𝐷 𝐶𝐶 = 𝛽𝛽𝐷⟨𝐶𝐶,𝐶𝐶𝐴𝐴𝑇𝑇 + 𝛼𝛼 ⋅ 𝐼𝐼𝐷⟩ = 𝛽𝛽𝐷𝛽𝛽 ⋅ 𝐶𝐶𝐶𝐶𝑇𝑇 2

𝐶𝐶𝐶𝐶𝑇𝑇 𝟐𝟐+𝛼𝛼2 𝐼𝐼 2



Theoretical model for domain shift cat

not cat

𝐶𝐶𝐴𝐴𝑇𝑇 ∈ ℝ𝑑𝑑

𝐼𝐼

𝐼𝐼𝐷

𝐴𝐴𝑣𝑣𝑣𝑣𝐷𝐷′ 𝐶𝐶 =
𝛽𝛽𝐷

𝛽𝛽(1 + 𝜃𝜃2)
⋅ 𝐴𝐴𝑣𝑣𝑣𝑣𝐷𝐷(𝐶𝐶)

𝐴𝐴𝑣𝑣𝑣𝑣𝐷𝐷(𝐶𝐶)
𝐴𝐴𝑣𝑣
𝑣𝑣 𝐷𝐷

𝐷(
𝐶𝐶)

𝑥𝑥 = 𝑦𝑦

slope ≤ 𝛽𝛽′

𝛽𝛽• 𝛽𝛽𝐷/𝛽𝛽 < 1 iff 𝐷𝐷𝐷 harder than 𝐷𝐷

• 𝜃𝜃2 grows with idiosyncratic 
component of 𝐷𝐷

𝐴𝐴𝑣𝑣𝑣𝑣𝐷𝐷 𝐶𝐶 = 𝛽𝛽 𝐶𝐶,𝐶𝐶𝐴𝐴𝑇𝑇 + 𝛼𝛼 ⋅ 𝐼𝐼 = 𝛽𝛽𝛽𝛽

𝐴𝐴𝑣𝑣𝑣𝑣𝐷𝐷𝐷 𝐶𝐶 = 𝛽𝛽𝐷⟨𝐶𝐶,𝐶𝐶𝐴𝐴𝑇𝑇 + 𝛼𝛼 ⋅ 𝐼𝐼𝐷⟩ = 𝛽𝛽𝐷𝛽𝛽 ⋅ 𝐶𝐶𝐶𝐶𝑇𝑇 2

𝐶𝐶𝐶𝐶𝑇𝑇 𝟐𝟐+𝛼𝛼2 𝐼𝐼 2





Adversarial perturbations

=+
1

50

𝑥𝑥 Δ 𝑥𝑥 + Δ

Pr 𝑥𝑥 is hog ≈ 99.6%

Pr 𝑥𝑥 + Δ is hog ≈ 0.001%

https://adversarial-ml-tutorial.org/

https://adversarial-ml-tutorial.org/


Adversarial perturbations

=+
1

50

Δ𝑖𝑖 ≈
1

64
𝑥𝑥𝑖𝑖 Δ ≈

1
64

𝑥𝑥

𝑥𝑥 Δ 𝑥𝑥 + Δ

Should we be surprised?

Resnet50 penultimate layer has 𝑑𝑑 = 2048 params

Pr 𝑥𝑥 is hog ≈ 99.6%

Pr 𝑥𝑥 + Δ is hog ≈ 0.001%

𝑠𝑠 𝑥𝑥 ∈ ℝ𝑑𝑑 , scale  s.t. 𝑥𝑥 ≈ 𝑠𝑠 𝑥𝑥 ≈ 𝑑𝑑

𝑠𝑠 𝑥𝑥 + Δ − 𝑠𝑠(𝑥𝑥) ≈ 𝐿𝐿‖Δ‖
𝐿𝐿: Liphshiz “constant”



Adversarial perturbations

=+
1

50

Δ𝑖𝑖 ≈
1

64
𝑥𝑥𝑖𝑖 Δ ≈

1
64

𝑥𝑥

𝑥𝑥 Δ 𝑥𝑥 + Δ

Should we be surprised?

Pr 𝑥𝑥 is hog ≈ 99.6%

Pr 𝑥𝑥 + Δ is hog ≈ 0.001%

𝑠𝑠(𝑥𝑥) = 𝐶𝐶 ⋅ 𝐻𝐻𝑂𝑂𝐻𝐻 + 1 − 𝑣𝑣2/𝑑𝑑 𝑁𝑁(0, 𝐼𝐼)

Pr 𝑥𝑥 is not hog =
exp(−𝐶𝐶)

exp 𝐶𝐶 + exp(−𝐶𝐶)
𝐶𝐶 ≈ 3

𝑠𝑠(𝑥𝑥),𝐻𝐻𝑂𝑂𝐻𝐻 2 ≈ 3/𝑑𝑑 ≈ 1/700 𝑠𝑠(𝑥𝑥)𝐻𝐻𝐻𝐻𝐺𝐺 ≈
1

25
‖𝑠𝑠(𝑥𝑥)‖

𝐻𝐻𝑂𝑂𝐻𝐻: unit vector s.t.
Pr 𝑥𝑥 𝑖𝑖𝑠𝑠 ℎ𝑠𝑠𝑑𝑑 ∝ ⟨𝐻𝐻𝑂𝑂𝐻𝐻, 𝑠𝑠(𝑥𝑥)⟩

𝑠𝑠 𝑥𝑥 + Δ − 𝑠𝑠(𝑥𝑥) ≈ 𝐿𝐿‖Δ‖

𝑠𝑠 𝑥𝑥 ∈ ℝ𝑑𝑑=2048

Not surprising if
𝐿𝐿 ≫ 64

25
≈ 2.5



Robust loss
Given 
• set of transformation 𝒯𝒯:𝑋𝑋 → 𝑋𝑋

• loss function ℒ:𝑌𝑌 × 𝑌𝑌 → ℝ

• classifier 𝑓𝑓:𝑋𝑋 → 𝑌𝑌

ℒ𝒯𝒯,𝑥𝑥,𝑦𝑦 𝑓𝑓 = max
𝑡𝑡∈𝒯𝒯

ℒ 𝑓𝑓(𝑡𝑡 𝑥𝑥 ),𝑦𝑦

Robust loss of 𝑓𝑓 at point (𝑥𝑥,𝑦𝑦) is

e.g. 𝑡𝑡Δ 𝑥𝑥 = 𝑥𝑥 + Δ , 
𝒯𝒯 = {𝑡𝑡Δ ∶ Δ ∞ ≤ 𝜖𝜖 }

Robust training: Given 𝑥𝑥1,𝑦𝑦1, … , 𝑥𝑥𝑛𝑛,𝑦𝑦𝑛𝑛

𝑓𝑓 = arg min
𝑓𝑓∈ℱ

�ℒ𝒯𝒯,𝑥𝑥𝑖𝑖,𝑦𝑦𝑖𝑖(𝑓𝑓)= arg min
𝑓𝑓∈ℱ

�max
𝑡𝑡∈𝒯𝒯

ℒ 𝑓𝑓 𝑡𝑡 𝑥𝑥𝑖𝑖 ,𝑦𝑦𝑖𝑖



Minimizing robust loss
Robust training: Given 𝑥𝑥1,𝑦𝑦1, … , 𝑥𝑥𝑛𝑛,𝑦𝑦𝑛𝑛

𝑓𝑓 = arg min
𝑓𝑓∈ℱ

�ℒ𝒯𝒯,𝑥𝑥𝑖𝑖,𝑦𝑦𝑖𝑖(𝑓𝑓)= arg min
𝑓𝑓∈ℱ

�max
𝑡𝑡∈𝒯𝒯

ℒ 𝑓𝑓 𝑡𝑡 𝑥𝑥𝑖𝑖 ,𝑦𝑦𝑖𝑖

Goal: Find ∇𝑓𝑓 max
𝑡𝑡∈𝒯𝒯

ℒ 𝑓𝑓 𝑡𝑡 𝑥𝑥𝑖𝑖 ,𝑦𝑦𝑖𝑖

Danskin’s Theorem*: If 𝑑𝑑(𝑓𝑓, 𝑡𝑡) is nice (diff, continuous) , 𝒯𝒯 compact then

* Extends when 𝑡𝑡∗(𝑓𝑓) non unique though there is other fine print. 
See Appendix A, Madry,Makelov,Schmidt,Tsipras, Vladu 2017

∇𝑓𝑓 max
𝑡𝑡∈𝒯𝒯

𝑑𝑑(𝑓𝑓, 𝑡𝑡) = ∇𝑓𝑓𝑑𝑑(𝑓𝑓, 𝑡𝑡∗ 𝑓𝑓 )

where 𝑡𝑡∗ 𝑓𝑓 = arg max
𝑡𝑡∈𝒯𝒯

𝑑𝑑(𝑓𝑓, 𝑡𝑡) To find gradient of outer, 
enough to solve inner.



Clean vs Adversarial accuracy tradeoffs

Wang , Zou, Yi, Bailey, Ma,Gu ‘20
Balaji, Goldstein, Hoffman’ 19
Sitawarin, Chakraborty, Wagner ‘20

Pareto curve – improving adversarial robustness 
decreases “clean” accuracy

Inherent?

https://distill.pub/2019/advex-bugs-discussion/

https://distill.pub/2019/advex-bugs-discussion/


Puzzle: Augmentation vs Robustness

Robust loss: ℒ𝒯𝒯,𝑥𝑥,𝑦𝑦 𝑓𝑓 = max
𝑡𝑡∈𝒯𝒯

ℒ 𝑓𝑓(𝑡𝑡 𝑥𝑥 ),𝑦𝑦

Augmented loss: ℒ𝒯𝒯,𝑥𝑥,𝑦𝑦 𝑓𝑓 = 𝔼𝔼
𝑡𝑡∼𝒯𝒯

ℒ 𝑓𝑓(𝑡𝑡 𝑥𝑥 ),𝑦𝑦

Training tends to decrease “clean” accuracy

Training tends to increase “clean” accuracy
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